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To: Primary Contact
From: Express Services
Re: Fraudulent Emails (Phishing)

Date: May 23, 2006

Fiserv EFT recently learned of a fraudulent email, often called phishing, targeted toward
bank and credit union cardholders. The email claims to be from Visa and asks cardholders
to reactivate their cards by entering account information and then create a new password.
The email also states that if the cardholder does not comply, the account will be suspended
indefinitely.

We have since notified Visa of the incident. Please note, Visa will never ask cardholders to
divulge account information or password via email. Should your cardholders receive any
guestionable emails, such as the one reflected on the following page, please ask them not
to reply or contact the website referenced in the email.

As with all possible fraudulent situations, you are encouraged to take appropriate measures
if fraud is suspected. Note that an excessive number of attempts at small dollar
preauthorizations may be an indication of intent to commit fraud.

If you have questions, please contact Express Services at 1-800-888-0085, option 3.

Disclaimer: The above information is provided as an advisory service only and is intended solely for the
addressee. Access to this information by others is unauthorized. If you are not the intended recipient, any
disclosure, copying, or distribution is prohibited and may be unlawful. This Fiserv EFT advisory is based on
information originating from merchants, acquirers, third-party processors and law enforcement and provided to
us by the Networks and their communication channels. As a result, Fiserv EFT accepts no responsibility for the
accuracy of the information or for any subsequent activities based on this information by any individual client.
Any activity by a Fiserv EFT client, based on the above information, is entirely the client's responsibility.
Separate verification of the information herein is advised.



Sample of fraudulent email:

[l

= LISTSERV service at SUNET

| sunet |/




	 RISK ALERT 06201

